Threat Liaison Officer Outreach Program

TLO ADVANCED -
CYBER WARRIOR ACADEMY

Course Dates: February 28, 2025 - 0800 to 1700 hrs.

Location: Santa Clara County Sheriff’s Office Auditorium
55 W. Younger Ave
San Jose, CA 95110

Course Description: This unique course provides detectives and investigators basic skill sets needed to
identify and interpret criminal conduct on the Internet. The Internet has existentially transformed
society. Every group, from rogue nation states, terrorist organizations, hacker groups, street gangs,
human traffickers, and white-collar criminals rely on this technological revolution to commit crimes and
facilitate criminal activity.

The Following Topics will be Covered:

e Course teaches basic Internet functionality and how criminals use everyday devices like
smart telephones, computers, Internet applications, and social media accounts on the
Internet to commit and facilitate crime.

e Techniques taught will include IP Address identification and location, Internet Service Provider
identification, digital currency tracing, and advanced social media search techniques.

e The students will be taught how to identify and retrieve this vital trace digital evidence. The
students will be given an overview of CalECPA, also known as 1546 PC, and how this law
effects search warrants.

e How to identify, seize and interpret digital evidence left by criminals and violent extremists.

Certificate: This course is POST-certified. The NCRIC will supply a Certificate of Completion at the end of
the course.

Target Audience / Discipline: This class is designed for Law Enforcement personnel (Peace Officers,
Investigators, and Analysts). Priority is given to those functioning within the NCRIC’s operational area.
Registration: There is no registration fee. Travel/per diem expenses are the responsibility of the attendee. TLO
registration is via a secure website at www.ncric.ca.gov, click here https://ncric.org/EBForms.aspx?EBID=2756
or use the QR below.
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LAPTOPS ARE REQUIRED — HOT SPOTS ARE STRONGLY RECOMMENDED
AGENCY IDENTIFICATION IS REQUIRED AT CHECK-IN

WWW.Nncric.org Northern California Regional Intelligence Center

Training Coordinator: Det. Carryn Barker (training@ncric.ca.gov)
T: 415-233-WARN (9276) E: dutyofficer@ncric.ca.gov
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